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431 53 2713 EAAA

4.3.2 e}4=A4 o) El(Elliptic curve parameters)

$-8]& EdDSAE o|&3t# il stH, o] &2 D.J. Bernsteinell oJate] 7= ¢l
o BIE RIS ECDSA$E frAbstAl B4 2 A (elliptic curve logarithm
problem)ell <AsL om, 2o WA mo HEFINE A&d + 3l

= Aot

kA el sebrlE s ofe e 2t

q: a prime number; g = 22°% — 19;

d: an element of F; d = —121665/121666;

E: an elliptic curve equation; —x? 4+ y® = 1 + day?;

(+: a base point; G = (x, —41/5);

I: a prime order of the base point; [ = 222 4+ 27742317777372353535851937790883648193;
H.: a cryptographic hash function {0,1}* — F,;

Hy: a deterministic hash function E(F,) = E(F,).



4.3.3 £9

private ec-key is a standard elliptic curve private key: a number a € |1, — 1];
public ec-key is a standard elliptic curve public key: a point A = add;

one-time keypair is a pair of private and public ce-keys;

private user key is a pair (a,b) of two different private ec-keys;

tracking key is a pair (a, B) of private and public ec-key (where B = b7 and a 3 b);
public user key is a pair (A, B) of two public ec-keys derived from (a, b);

standard address is a representation of a public user key given into human friendly string
with error correction;

truncated address is a representation of the second half (point 7)) of a public user key given
into human friendly string with error correction.
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43.4 <L3)& ring signature

TFAJSNA F4T e = F vk 7€ AR AEEE A W

2e AgaTs Aol Aol

¢ A o= BEZ ring signature EaE]ES AW AT

13] & ring signature- 4719 diglE< &3t (GEN, SIG, VER, LNK):

GEN: takes public parameters and outputs an ec-pair (P, ) and a public key 1.

SIG: takes a message m, a set 8’ of public keys { F; }i+., a pair (Ps, 2, ) and outputs a signature o
and a set S = 5" U{F,}.

VER: takes a message m, a set §, a signature ¢ and outputs “true” or “false”.

LNK: takes a set T = {I;}, a signature o and outputs “linked” or “indep”.
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Fig. 6. Ring signature anonymity.
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The next step is getting the non-interactive challenge:
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Finally the signer computes the response:
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Fig. 7. Ring signature generation in a standard transaction.
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